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The CARI PƐojeĊt is a laƐıe-sĊale ĊollaĉoƐation ĉetǄeen West YoƐkshiƐe PoliĊe and the ​CǊĉeƐĊƐime and SeĊuƐitǊ Innoǃation CentƐe ɇCSI                                     
CentƐeɈ at Leeds BeĊkett UniǃeƐsitǊ​. The CARI PƐojeĊt aims to impƐoǃe and inĊoƐpoƐate an eǃidenĊe-ĉased appƐoaĊh into the poliĊinı                                     
oİ diıital İoƐensiĊs and ĊǊĉeƐĊƐime inǃestiıations. An eǉtensiǃe needs assessment oİ UK poliĊinı and ĊǊĉeƐĊƐime and diıital eǃidenĊe                                   
Ǆas ĊonduĊted to undeƐstand the ĊuƐƐent situation, and to identiİǊ needs aĊƐoss the İoƐĊe. The CARI PƐojeĊt also inǃolǃed                                     
implementinı a tƐaininı and ƐeseaƐĊh pƐoıƐamme that has impaĊted the ĊapaĉilitǊ oİ the diıital İoƐensiĊs and ĊǊĉeƐ units Ǆithin West                                       
YoƐkshiƐe PoliĊe to enıaıe in ƐeseaƐĊh. This needs assessment and ƐeseaƐĊh tƐaininı led to the deǃelopment oİ a set oİ ƐeseaƐĊh                                         
pƐoposals, ǄhiĊh ǄeƐe sĊoƐed and seleĊted. SuĉseƏuentlǊ, aĊademiĊs and poliĊe staİİ Ċo-pƐoduĊed Ȃ ƐeseaƐĊh and deǃelopment                               
ǄoƐkstƐeams: a İƐameǄoƐk İoƐ seizuƐe, pƐeseƐǃation and pƐeseƐǃation oİ Ċloud eǃidenĊe; automated İoƐensiĊ analǊsis; imaıe linkaıe İoƐ                                 
ǃiĊtim identiİiĊation and İƐameǄoƐk İoƐ imaıe İinıeƐpƐint manaıement; automated ıƐoominı deteĊtion; İƐontline oİİiĊeƐ aǄaƐeness                           
deǃelopment and deĊision suppoƐt moĉile app; assessment oİ methods oİ ĊǊĉeƐ tƐaininı; an eǃaluation oİ the Ɛole oİ the Diıital Media                                         
InǃestiıatoƐ Ǆithin WYP; and ĊhaƐaĊteƐistiĊs oİ ǃiĊtims oİ ĊǊĉeƐĊƐime. EaĊh oİ these pƐojeĊts ǄeƐe desiıned to addƐess needs Ǆithin                                     
laǄ enİoƐĊement and outputs inĊlude eǃidenĊe-ĉased pƐoĊeduƐes, neǄ Ċapaĉilities suĊh as soİtǄaƐe/alıoƐithms, and aĊtionaĉle                           
intelliıenĊe. 
This ǄoƐk Ǆas suppoƐted ĉǊ a PoliĊe KnoǄledıe Fund ıƐant, administeƐed ĉǊ the Home OİİiĊe, Colleıe oİ PoliĊinı, and the HiıheƐ                                         
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User Manual for Image Linkage Application 
The Image Linkage application is a product from the partnership between Leeds Beckett University 
and West Yorkshire Police. The app enables users to extract the sensor fingerprints of imaging devices 
(e.g. digital cameras or mobile phones with cameras) using test reference pictures that were captured 
from the imaging device. These camera fingerprints are automatically stored in the default location. 
Users can load pictures to match against the stored camera fingerprints and obtain results that can be 
exported as a spreadsheet and stored in the default location. Note that the results obtained from the 
application can be used for intelligence purposes to aid investigations. 
The following subsections describe how to operate the Image Linkage App by creating, selecting SPN 
(Sensor Pattern Noise) camera fingerprints and matching pictures to the camera fingerprints. The 
process flow is shown in Appendix A, where the steps for adding a new camera fingerprint and 
matching pictures to the camera fingerprint are displayed. The output of the matching process is a 
table in the app and a spreadsheet report can be generated to export the results. Figure 1 shows the 
Image Linkage application when it is launched.  
 
 
The menu for the app is on the left and allows the user to select the following features of the app: 
x Manage camera fingerprints 
x Match pictures to camera fingerprints 
x View settings page 
x Exit the app 
Figure 1: Opening page of Image Linkage Application 
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Manage Camera Fingerprints 
The management of the camera sensor fingerprints, shown in Figure 2, is performed by adding new 
fingerprints or viewing the details of the camera fingerprints. The camera fingerprints table displays 
the list of camera fingerprints ID along with the case reference, camera make and model. 
 
 
The user can view the details associated with a particular camera fingerprint by either clicking on the 
Zs]Á]o[ button or selecting a cell in the camera fingerprints table. The case reference and any 
notes added when creating the camera fingerprint are displayed as well as the EXIF details (metadata) 
associated with the test pictures.  
o]l]vP}vZ[New Fingerprint[µ}vUZ}Áv]v&]PµïUÁ]oo]oÇZ(]o}oo}ÁZµ}
generate a new SPN camera fingerprint. The user can select the test pictures folder, where the test 
reference pictures for the camera are stored. The reference ID related to the case can be inserted in 
the ZZ(v[ text box. Any notes that the user wants to collate to the camera fingerprint can 
]vZZNotes[xt box. Examples of notes can be Exhibit number or details related to the 
vuXo]l}vZ ZGenerate Fingerprint[µ}v}Zu(]vP]vXZ
camera fingerprint is given a unique ID by using the time stamp when they were created. When the 
camera fingerprint is created, it will be saved in the default folder and added to the camera 
fingerprints table in the user interface. Note that all the test pictures are cropped to 512 x 512 pixels 
in this prototype version of the application. 
 







The user can match digital pictures against the camera fingerprints listed in the table, which has an 
added column on the left, displayed in Figure 4, for selecting the required camera fingerprints for the 
matching process. All the rows of the table are selected as default and there is a (de)select all button 
µv Z ZSelect[}oµuv ]v Zu (]vP]v oX dZµvo} ~o ]v]À]µo
camera fingerprints by checking }µvZl]vPZ}Á]vZZSelect[}oµuvX 
After selecting the camera (]vP]vUo]l}vZZMatch Pictures[ button to open the load pictures 
dialog for the source identification process. A progress bar box is displayed while the matching is 
performed between the pictures loaded and all the camera fingerprints selected and the results are 
displayed in the results table.  
The results table displays the filename of the picture loaded in the first column and the outcome of 
the matching process in the second column. If a match is found between a picture and a camera 
fingerprint, the word Matched is displayed on that corresponding row. If no match is found, then the 
cell in left empty. The matching camera fingerprint ID is displayed in the third column, with the 
matching correlation score shown in the fourth column of the results table. 
 






The user can generate a report f}ZuZ]vP}µoÇo]l]vPZZCreate Report[ button. 
A spreadsheet is created, shown in Figure 5, with the details of the selected camera fingerprints for 
the matching process and the contents of the results table. 







The settings view can be used to change the default folders for the location of the SPN camera 
fingerprints and the reports. 
The notes section indicates that the results produced by the matching process of Sensor Pattern Noise 
(SPN) of pictures against the selected SPN camera fingerprints are to be used for intelligence purposes 
to aid investigations. 
 
 
Figure 4: Match pictures with results 

